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AUTHENTICATION, PASSWORDS AND DIGITAL SIGNING
List the authentication categories 

1.	_________________________________________

2.	_________________________________________

3.	_________________________________________



Correct the text so that the following statements are true

An entity of or group of entities seeking authentication uses a  from the entity/entities being authenticated.
The process of authentication involves  an authenticator and an authenticating mechanism. 
The “what you know” authentication involves  in the authentication process. 



Choose correct labels from list and write them into the image to describe how slated hashing works.
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Choices: salt, password, hash function
Assign the terms from the left column to the corresponding descriptions on the right.

	Salted hashing
	
	A password and a random set of characters are combined and then stored in a special format. 

	
	
	

	Password hashing
	
	A password is stored in a special format. 

	
	
	

	Dictionary attack
	
	An attacker attempts to get into a password-protected system by using a set of words. 

	
	
	

	Rainbow Table attack
	
	A special type of brute force password attack
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List at least 4 password managers.

1.	   _________________________________________

2.	   _________________________________________

3. 	   _________________________________________	

4. 	   _________________________________________	
	[image: EU flag-Erasmus+_vect_POS [B&W].eps]
	This project has been funded with support from the European Commission.
This publication [communication] reflects the views only of the author, and the Commission cannot be held responsible for any use which may be made of the information contained therein.

	DiT4LL – Digital Technologies for Lecturing and Learning
	v1.0



image1.png
digital technologies
for lecturing and learning




image2.wmf

